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Structure  of  the  Assurance Report  

Chapter 1:    

Let ter of Representat ion. 

 

Chapter 2:    

Descr ipt ion of t he cont rol environm ent  for  t he operat ion of Datacenter Solut ions in Denm ark and 

Germ any.  

  

Chapter 3:    

I ndependent  audit or ’s assurance repor t  on t he descr ipt ion of cont rols,  t heir  design and operat ing 

effect iveness. 

 

Chapter 4:    

Auditor ’s descript ion of cont rol object ives, securit y m easures, test , and findings. 
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CH A PT ER 1 :   

Let ter  of  Representat ion 
 

GlobalConnect  A/ S has prepared the following descript ions of cont rols in relat ion to Datacenter Solu-

t ions in Denm ark and Germ any. 

 

The accom panying descript ion has been prepared for the use of GlobalConnect  A/ S custom ers and their  

auditors, who have sufficient  understanding to consider the descript ion along with other inform at ion, 

including inform at ion about  cont rols operated by the customers them selves, when assessing the r isks 

of m aterial m isstatements of custom er ’s financial statem ents. 

 

GlobalConnect  A/ S hereby confirm s that  

 

(A)  The accom panying descript ion, Chapter 2 gives a t rue and fair  descript ion of GlobalConnect  A/ S 

cont rol environm ent  in relat ion to operat ions of Datacenter Solut ions in Denm ark and Germ any 

throughout  the period 1 January 2022 -  31 Decem ber 2022. The cr iter ia for this assert ion are that  

the following descript ion:   

( i)  Presents how the services and relevant  cont rols in relat ion to Datacenter Solut ions in Denm ark 

and Germ any were designed and im plem ented, including:  

 The services provided.  

 The procedures within both inform at ion technology and m anual system s to ensure confiden-

t ialit y, integrit y and availabilit y of system s and data.   

 Relevant  cont rol object ives and cont rols designed to achieve those object ives.  

 Other aspects of our cont rol environment , r isk assessm ent  process, inform at ion system  and 

com m unicat ion, cont rol act ivit ies and monitoring cont rols relevant  for the custom ers’ Data-

center Solut ions in Denm ark and Germ any. 

 

( ii)  I ncludes relevant  inform at ion about  changes in relat ion to Datacenter Solut ions in Denm ark 

and Germ any throughout  the period 1 January 2022 -  31 Decem ber 2022. 

 

( iii)  Does not  omit  or m isrepresent  inform at ion relevant  for the scope of the cont rols described in 

relat ion to Datacenter Solut ions in Denm ark and Germ any, taking into considerat ion that  the 

descript ion has been prepared to m eet  the com m on needs of a broad range of customers and 

their  auditors, and m ay not , therefore, include every aspect  of Datacenter Solut ions in Den-

m ark and Germ any and cont rol system  that  each individual custom er m ay consider im portant  

in their  own part icular environm ent . 

 

(B)  GlobalConnect  A/ S confirms that  the cont rols related to the cont rol object ives stated in the accom -

panying descript ion were suitably designed and operated effect ively throughout  the period 1 Janu-

ary 2022 -  31 Decem ber 2022. The cr iter ia for this assert ion are that :  

 

( i)  The r isks threatening the fulfilment  of the cont rol object ives m ent ioned in the descript ion were 

ident ified 

  

( ii)  The ident ified cont rols would, if used as described, provide reasonable assurance that  the r isks 

in quest ion would not  prevent  the fulfilm ent  of the said cont rol object ives, and 

 

( iii)  The cont rols were applied consistent ly as designed, including that  m anual cont rols were per-

form ed by persons with adequate com petences and authorit y throughout  the period 1 January 

2022 -  31 Decem ber 2022. 
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Copenhagen, 31 January 2023 

GlobalConnect  A/ S 

 

 

 

Luke Davies 

Head of Datacenters 
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CH A PT ER 2 :   

Descr ipt ion of the  cont rol environm ent  

for  Globa lConnect  A/ S 
 

GENERAL DESCRI PTI ON OF GLOBALCONNECT 

 

GlobalConnect  A/ S (GlobalConnect )  is provider of Dark Fiber solut ions, Transm ission solut ions, Out -

sourcing Services, including Cloud services, and Data Center solut ions in Denmark, Northern Germ any 

to a number of nat ional and internat ional telecom  com panies providing services to pr ivate and public 

businesses, universit ies and educat ional inst itut ions. Services are also provided to Danish businesses.  

GlobalConnect  A/ S is part  of Global Connect  covering Denm ark, Sweden, Norway, Germ any and Finland 

and is owned by EQT infrast ructure. 

This descript ion comprises services within Data Center Solut ions in Denm ark and Germ any. Cont rols 

relat ing to the Dark Fiber and Transm ission solut ions are covered by a separate I SAE 3402 Type 2 As-

surance Report  for the period from  1 January to 31 Decem ber 2022. The descript ion of those cont rols, 

their  design, and operat ing effect iveness are therefore not  a part  of this descript ion. 

 

 

GENERAL DESCRI PTI ON OF THE GLOBALCONNECT’S ORGANI SATI ON  

  

 

Global Connects Execut ive Leadership Team  covers the following roles 

 Group CEO 

 Group CFO, CTO, CI O, CMO, CHRO 

 Count ry CEOs for Denm ark/ Germ any, Sweden/ Finland, and Norway 

 Directors of B2C for Sweden and Norway 

 Group Head of Digital Solut ions 

The following funct ions are cent ral for the sales, delivery, and operat ions of Global Connect  DKs (Den-

m ark/ Germ any)  services 

 Sales organisat ion with offices in several locat ions in Denm ark and Germ any 

 Product  Managem ent  and Sales Support  departm ent  

 Product ion, Delivery and Service Managem ent  

 Data Center organisat ion covering Global Connects Data Center operat ions, m aintenance and 

building act ivit ies, located in Denm ark and Germ any 

 Global Connect  Outsourcing Services handling design and operat ion of cloud and outsourcing 

services 

 Operat ions organisat ion with Custom er Care, NOC, I T, and network operat ions 

 Network and I nfrast ructure organisat ion covering developm ent  of sam e 

 I T Developm ent  

 Securit y and Com pliance 

 Execut ive funct ions for Finance, HR, Legal and Adm inist rat ion 
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Descript ion of main funct ions of GlobalConnect A/ S’ organisat ion. 

 

Product ion, Delivery and Service Managem ent  

Funct ions related to pre-operat ion phases are places in Global Connect  Denm ark CEO organisat ion. This 

includes dedicated units for product ion, delivery, and service m anagem ent .  

 

I m plem entat ion organisat ion 

The im plem entat ion organisat ion houses the project  m anagers and is responsible for the project  unt il it  

is put  into operat ion. When the project  has been put  into operat ion, the overall responsibilit y passes to 

Operat ions.  

 

Project  Managem ent  has the overall responsibilit y for project  coordinat ion and com m unicat ion during 

the implementat ion of the projects. All im plem entat ion processes are coordinated internally and exter-

nally. Project  Managem ent  will always be inform ed and updated on the current  progress of projects.   

 

Cont ract  Managem ent  is responsible for validat ion of cont racts for the purpose of invoicing and debtor 

handling.  

 

Fiber I m plem entat ion -  Digging work:  chart ing of t race, exam inat ion of exist ing piping and wir ing sys-

tem  and considerat ion by authorit ies. The next  step is specificat ion of requirements, cont ract ing, m an-

agem ent  of cont ractors, supervision and handing-over. Project  m anagement , t im e m anagem ent , econ-

om y, suppliers, responsibilit y for progress and qualit y of the assignment , including com m unicat ion with 

the customer, authorit ies, suppliers, cont ractors, and end-users, if possible. 

 

Subcont ractors are used for digging and drilling work. Splicing of fibers is pr im arily perform ed by Glob-

alConnect  A/ S’ staff, however, in case of heavy workloads, subcont ractors m ay be used for splicing of 

new fiber runs and planned changes of the network. 

 

Transm ission I m plem entat ion – Network elem ent , including specificat ion of requirem ents, installat ion of 

act ive equipm ent , qualit y and test ing requirements, tenders and handing-over. Project  m anagement , 

t im e m anagem ent , econom y, suppliers, responsibility for progress and qualit y of the assignm ent , in-

cluding com municat ion with the customer, authorit ies, suppliers, cont ractors, and end-users, if possi-

ble. 

 

Documentat ion – docum entat ion of all fibers with relevant  connect ions in the GIS program s Cross, 

MapI nfo and ConnectMaster used in GlobalConnect . 

 

Operat ions 

Operat ions is responsible for the day- to-day operat ions and m onitor ing. Moreover, Operat ions is re-

sponsible for change and problem  m anagement  in relat ion to customers and handling of planned work 

throughout  the organisat ion.  

 

Custom er Care and Network Operat ion Center 1st and 2nd level support  – At tended 24 hours a day, 

which m onitors, operates, and m aintains all plat forms. I n addit ion, Single Point  of Contact  for all oper-

at ing projects.  
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I nfrast ructure Developm ent / 3rd level support  -  Responsible for expansion and m aintenance of Global-

Connect  A/ S’ backbone network and handling of com plex incidents. 

 

Service Delivery and Change Managem ent  – Report ing and current  service level handling in relat ion to 

customers, tests and acceptance of solut ions delivered to the custom ers and general planning and han-

dling of change m anagem ent  (planned work in the network) . 

 

Security  

Securit y DK is responsible for defining, governing, and m aintaining the baseline securit y level for the 

Global Connect  DK. This is followed up through defined key securit y m et r ics and com pliance m easure-

m ents. For Global Connect  DK Securit y DK governs, coordinates and steers securit y r isk m anagement . 

Securit y DK is supported by a Group Securit y SOC that  m onitors and im proves GlobalConnect 's securit y 

posture while prevent ing, detect ing, analyzing, and responding to cyber security incidents. 

 

 

GENERAL DESCRI PTI ON OF DATA CENTER SOLUTI ON I N  DENMARK AND 

NORTHERN GERMANY  

 

Data Center solut ions are an im portant  element  of GlobalConnect  A/ S’ provision of tele services be-

cause Data Center and fiber net  interact  to provide the custom ers with the m ost  effect ive operat ing 

condit ions for I T services. 

 

The Data Center solut ions include a server room  in which it  is possible to place own racks in a suitable 

operat ing environment  for servers and other I T and telecom  equipm ent . The custom ers have access to 

the facilit ies 24/ 7/ 365. 

 

High physical securit y is given a high priorit y. Gates, fences, t respassing security, and m onitor ing are 

im portant  elements when the installat ions are to be protected against  unauthorised access. All accesses 

are logged in the ADK system .  

 

The Data Center solut ions are designed with N+ 1 redundancy on all cr it ical system s, for exam ple power 

supply secured by redundant  UPS and diesel-powered generators. The cooling system s are also redun-

dant . I ncidents are recorded in the Service Managem ent  System .  

 

The Data Center solut ions are placed at  the node of GlobalConnect  A/ S’ network spine of fiber r ings, 

which form s a big figure ”eight” across Denm ark, Sweden, and Northern Germ any. The network’s in-

herent  redundancy ensures high t ransm ission security and upt ime for our custom ers’ I T services and 

ensures that  the com m unicat ion direct ion can be reversed in case of cable breakdown or breakdown of 

t ransm ission equipm ent . 

 

 

Monitoring of Data Center solut ions from  an operat ions center staffed 2 4  hours a day  

GlobalConnect  A/ S’ Custom er Care – Operat ions & Maintenance Cent re – in Copenhagen m onitors 

closely Data Center solut ions, am ong others by video m onitor ing of ent rances and gates to the areas. 

Custom er Care is staffed 24/ 7/ 365. 
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High securit y is achieved by, am ong others, personal access cont rol, 24-hour monitoring by Custom er 

Care, including video m onitor ing, advanced fire and t respassing alarm s. I ncidents or alarm , from  access 

cont rol to fluctuat ions in air  tem perature, are invest igated im m ediately. Power supply is ensured by re-

dundant  UPS and diesel-powered generators, and the cooling system s are also redundant . 

 

GlobalConnect  A/ S uses a Service Managem ent  System  for recording and follow-up and docum entat ion 

of incidents in both internal I T system s and the custom er- focused solut ions. This increases to a consid-

erable extent  the securit y in handling of errors and breakdowns reported by the customers of which are 

ident ified in connect ion with the 24-hour m onitoring.  

 

General descript ion of the overall control environm ent  

GlobalConnect  A/ S cont rol environm ent  reflects the posit ion Managem ent  has taken of the im portance 

of r isks, cont rols and the em phasis that  is given to cont rols in policies, processes, procedures, m ethods, 

and the organisat ional st ructure.  

 

GlobalConnect  A/ S’ I SMS is designed to follow the requirem ents of the internat ional standard I SO/ I EC 

I SO 27001. The relat ing cont rol environment  is m anaged by a dedicated com pliance m anager under the 

leadership of Securit y DK. Meet ings are held regularly in GlobalConnect  A/ S’ Securit y Boards, which are 

addressing st rategic, business and operat ive levels. 

 

Risk assessm ent   

Risk assessm ents are reviewed quarterly and updated once a year. The process is facilitated by the 

St rategic Securit y Board consist ing of execut ive staff from  relevant  departm ents and chaired by Coun-

t ry CEO.  

 

Risk assessm ents are based on the internat ional standards I SO 31000 and I SO27005. 

 

Control object ives and controls for Data Center solut ions 

Cont rol object ives and cont rols for Data Center solut ions are determ ined for the areas listed below in 

accordance with the overall cont rol environm ent , based on the internat ional standard I SO/ I EC I SO 

27001/ 27002. The descript ion of cont rol object ives and cont rols for these areas under cont rol objec-

t ives, cont rols, tests, and results of tests is an integral part  of this descript ion. 

 

 A.5:  I nform at ion securit y policies 

 A.6:  Organisat ion of inform at ion securit y 

 A.7:  Hum an resource securit y 

 A.9:  Access cont rol 

 A.11:  Physical and environm ental securit y 

 A.12:  Operat ions securit y 

 A.16:  I nform at ion securit y incident  m anagement  

 A.17:  I nform at ion securit y aspects of business cont inuity m anagem ent  
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A.5  I nform at ion security policies 

GlobalConnect  A/ S has drawn up a form al inform at ion securit y policy. This is handed out  in connect ion 

with em ploym ent  and, m oreover, all em ployees are under an obligat ion to keep them selves updated 

annually in relat ion to inform at ion securit y policies and the relevant  m anuals. Finally, our suppli-

ers/ business partners are also fam iliar with this when obtaining non-disclosure agreem ents. The infor-

m at ion securit y policy is reassessed annually by Managem ent . 

 

A.6  Organisat ion of inform at ion security 

GlobalConnect  A/ S has im plem ented cont rols to ensure a general m anagem ent  of the inform at ion secu-

r it y including a delegat ion of responsibilit ies and handling of m aterial r isks in accordance with the re-

quirem ents of the com pany ’s Managem ent . 

 

Managem ent ’s obligat ions in relat ion to inform at ion securit y 

Managem ent  takes an act ive part  in the inform at ion securit y in the organisat ion. The form al responsi-

bilit y, including approval of the inform at ion securit y policy, is also that  of the CEO. 

 

Coordinat ion of the informat ion securit y  

Act ivit ies to safeguard the inform at ion securit y are considered in a cross-organisat ional securit y board 

with part icipants from  all relevant  departm ents.  

 

Placing of responsibilit y for inform at ion securit y 

All areas of responsibilit y for the inform at ion securit y are described in GlobalConnect  A/ S’ securit y pol-

icy which clearly describes where the responsibilit y is placed in relat ion to inform at ion securit y and the 

cont ingency planning. 

 

A.7  Hum an resource security 

GlobalConnect  A/ S has im plem ented cont rols to ensure that  suitable background checks have been 

m ade of em ployees and that  these are conscious of their  tasks and responsibilit ies in relat ion to infor-

m at ion securit y. 

 

Som e custom ers require securit y clearance of our em ployees. A condit ion for the access to custom ers’ 

I T environm ent  is as a m inim um  an unblem ished cr im inal record and, if required by the custom ers, a 

PET clearance and/ or and FE clearance. PET and FE clearances are renewed by the issuing authorit y at  

pre-defined intervals. 

 

Managem ent ’s responsibilit y 

As regards em ployees, they com m it  them selves, at  their  employm ent , to com ply with the company’s 

policies, including the securit y policy. 

 

Awareness of inform at ion securit y, educat ion and t raining 

As regards em ployees, they are inform ed of all m aterial changes to applicable policies and relevant  pro-

cedures is m ade available to all employees. All em ployees and consultants are part  of regular securit y 

t raining. 

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: Z
3Y

JT
-8

SG
O

A-
U

M
J0

S-
11

EH
A-

61
D

CB
-N

TH
XE



 

/ 10 

 

Non-disclosure agreem ents 

Confident ialit y is part  of the em ploym ent  cont racts. For a few custom ers there are special non-disclo-

sure and confident ialit y agreem ents and other securit y provisions for the employees working with the 

customers’ I T environm ents. Moreover, an overview has been prepared of all laws, requirem ents, and 

securit y circulars that  GlobalConnect  A/ S m ust  com ply with. The overview is m aintained by periodical 

reviews. 

 

Obligat ions relat ing to resignat ion 

General employm ent  condit ions, including condit ions in relat ion to end of em ploym ent , are described in 

the employee’s em ploym ent  cont ract  and the relat ing solemn declarat ion. Moreover, there is a form al 

procedure for resignat ion which m ust  be followed by the im m ediate m anager. The HR m anager is the 

ult im ate responsible in this respect . 

 

Return of equipm ent  

All em ployees are to return all received m aterial when the employm ent  cont ract  ends. This is done 

through a workflow placed at  the HR and I T department . 

 

Closing down of access r ights 

GlobalConnect  A/ S’ form al HR procedures ensure that  all r ights and physical access are withdrawn 

when an em ploym ent  ends. This is done through a workflow placed in the HR and I T departm ent .  

 

A.9  Access control 

GlobalConnect  A/ S has im plem ented cont rols to ensure that  access to system s and data are granted 

through a documented process in accordance with a relevant  work- related need and is closed down 

when the relevant  access is no longer necessary.  

 

User creat ion 

GlobalConnect  A/ S has procedures for creat ion and closing of users which are placed in the HR and I T 

department . 

 

Extended r ights 

All r ights are m anaged based on the em ployees’ roles. 

 

Managem ent  of password 

Grant ing of passwords is subject  to the password policy which are set  out  in our Act ive Directory. 

Furtherm ore, a password database is rest rict ing users from  ut ilizing com mon or sim ple passwords. 
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A.1 1  Physical and environm ent  security 

GlobalConnect  A/ S’ Custom er Care in Copenhagen m onitors all network and building m onitor ing sys-

tem s, and Datacenter securit y m onitors all door alarm s am ongst  others also video m onitor ing of en-

t rances and gates to the areas. The Custom er Care and datacenter securit y is staffed 24/ 7/ 365. 

 

High securit y is achieved am ong others by personal access cont rol, 24/ 7/ 365 staff m onitoring from  

Custom er Care and Siteguard inclusive of, am ong others advanced fire and int rusion alarm s. Any inci-

dent  or alarm , from  access cont rol to fluctuat ions in the air  temperature, is invest igated im m ediately. 

The power supply is secured by redundant  UPS or diesel-powered generators, and the cooling system s 

are also redundant . All incidents are recorded in Service Managem ent  System . 

 

High physical securit y is given high pr ior it y. Gates, fences, and int rusion alarm s and m onitoring are im -

portant  elem ents when the installat ions are to be secured against  t respassing. All accesses are logged 

in the Physical access control system .  

 

All Data Centers, including cooling system s, generators, 48-Volt -system s, UPS, fire system s, etc. are 

subject  to periodical service checks by GlobalConnect  A/ S’ own technicians and by external service pro-

viders.  

 

A.1 2  Operat ions security 

GlobalConnect  A/ S uses a Service Managem ent  System  for recording and follow-up and docum entat ion 

of all changes in both internal I T system s and the custom er- focused solut ions within data center solu-

t ions. This enhances to a considerable extent  the securit y in handling of errors and breakdown reported 

by the custom ers or ident ified in connect ion with the 24-hour m onitoring. 

GlobalConnect  datacenters has a Technical board which serves to m onitor and seize pan-Nordic GC-DC 

opportunit ies for technical growth and excellence 

Custom er Care opens an error report  in the Service Managem ent  System  on all errors with a reference 

num ber which is used throughout  the following error handling process. 

 

A Threat  & Vulnerabilit y Risk Assessm ent  (TVRA)  is required for each site to ident ify the operat ional 

cr it icalit y of a site. 

Deliveries to the datacenters are m anaged through the datacenter com pany portal via a t icket  system . 

All planned work on all solut ions is recorded in the Service Managem ent  System  in it s own category, 

and Customer Care is responsible for sending warnings to custom ers. The warnings are also recorded in 

the Service Managem ent  System . Requests from  custom ers to Custom er Care in this respect  are con-

sidered and answered direct ly and the docum entat ion for the correspondence with the custom ers is rec-

orded in the Service Managem ent  System . After com plet ion and check of the operat ing condit ions the 

work is reported as com pleted in the Service Managem ent  System . 

 

GlobalConnect  Outsourcing Services provides backup for GlobalConnect  A/ S. 

 

A.1 6  I nform at ion security incident  m anagem ent  

GlobalConnect  A/ S has im plem ented cont rols to ensure that  securit y incidents are dealt  with on a 

t im ely basis and that  there is follow-up hereon.  
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Processes and procedures have been im plem ented for handling of securit y incidents to ensure a uni-

form  and effect ive m ethod to m anage inform at ion securit y incidents, including com m unicat ion on secu-

r it y incidents and weaknesses which are docum ented in Service Managem ent  System .  

 

All securit y incidents are handled in the Service Managem ent  System  and in accordance with estab-

lished procedures. 

 

A.1 7  business cont inuity m anagem ent  

GlobalConnect  A/ S has and m aintains cont ingency plans. The plans set  out  the responsibilit y for m ain-

taining an opt im al operat ing reliabilit y, including response t im e for different  levels of cr it ical errors, the 

escalat ion process, the process for handling cr isis situat ions and com municat ion with custom ers and the 

m edia in such cases. 

 

The plans describe generally the specificat ions of the installed equipm ent  for power supply, em ergency 

generator, UPS, cooling, fire ext inct ion, alarm  system  and access cont rol and the act ivit ies carr ied out  

to m aintain those system s for the purpose of current  prevent ion and im provement . 

 

A r isk register is in place and regular ly updated. Risks are assessed and if necessary m it igated.  

 

Cont ingency plans are prepared for Data Center which are updated at  least  once a year. The cont in-

gency plans are m oreover regular ly tested which ensures business cont inuance in case of incidents. The 

test ing is documented in the Service Management  System .  

 

Changes to services and relat ing controls 

I n the period from  1 January to 31 Decem ber 2022 no m aterial changes were m ade to GlobalConnect  

A/ S’ services within Data Center solut ions and relat ing cont rols. 
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CH A PT ER 3 :   

I ndependent  auditor ’s assurance report  

on the descr ipt ion of cont rols, the ir  de-

sign and opera t ing effect iveness 

 

For the customers of GlobalConnect  A/ S’ Datacenter Solut ions in Denm ark and Germ any and their  audi-

tors. 

 

Scope 

We have been engaged to report  on GlobalConnect  A/ S’ descript ion in Chapter 2, which is a descript ion 

of the cont rol environment  in connect ion with the operat ions of Datacenter Solut ions in Denm ark and 

Germ any, throughout  the period 1 January 2022 -  31 Decem ber 2022, as well as on the design and 

funct ion of cont rols regarding the cont rol object ives stated in the descript ion. 

 

We express our opinion with reasonable assurance. 

 

GlobalConnect  A/ S’ responsibility 

GlobalConnect  A/ S is responsible for the preparat ion of the descript ion and accom panying assert ion in 

Chapter 2, including the com pleteness, accuracy, and m ethod of presentat ion of the descript ion and as-

sert ion;  for providing the services covered by the descript ion;  for stat ing the cont rol object ives;  and for 

designing, im plem ent ing and effect ively operat ing cont rols to achieve the stated cont rol object ives. 

 

Beierholm ’s independence and quality m anagem ent  

We have com plied with the requirem ents of independence and other ethical requirements laid down in 

FSR’s Ethical Rules based on fundam ental principles of integrit y, object ivit y, professional com petence 

and requisite care, confident ialit y, and professional conduct .  

 

We apply I SQC 1 and thus sustain a com prehensive system  of qualit y m anagem ent , including docu-

m ented policies and procedures for com pliance with ethical rules, professional standards as well as re-

quirem ents in force under exist ing laws and addit ional regulat ion. 

 

Auditor ’s responsibility 

Our responsibilit y is to express an opinion, based on our procedures, on GlobalConnect  A/ S' descript ion 

and on the design and operat ion of cont rols related to the cont rol object ives stated in the said descrip-

t ion. We have conducted our engagem ent  in accordance with I SAE 3402, Assurance Reports on Cont rols 

at  a Service Organisat ion, issued by the I AASB. The standard requires that  we com ply with ethical re-

quirem ents and that  we plan and perform  our procedures to obtain reasonable assurance about  

whether, in all m aterial respects, the descript ion is fair ly presented, and whether the cont rols in all m a-

ter ial aspects are appropriately designed and operate effect ively.  

 

An assurance engagement  to report  on the descript ion, design, and operat ing effect iveness of cont rols 

at  a service organisat ion involves perform ing procedures to obtain evidence about  the disclosures in the 

service organisat ion’s descript ion of it s system , and about  the design and operat ing effect iveness of 

cont rols. The procedures selected depend on the judgem ent  of the service organisat ion’s auditor, in-

cluding the assessm ent  of the r isks that  the descript ion is not  fair ly presented, and that  cont rols are not  

suitably designed or not  operat ing effect ively.  
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Our procedures included test ing the operat ing effect iveness of such cont rols that  we consider necessary 

to provide reasonable assurance that  the cont rol object ives stated in the descript ion have been 

achieved. An assurance engagem ent  of this t ype also includes evaluat ing the overall presentat ion of the 

descript ion, the suitabilit y of the object ives stated therein, and the suitabilit y of the cr iter ia specified 

and described by GlobalConnect  A/ S in Chapter 2. 

 

We believe that  the evidence we have obtained is sufficient  and appropriate to provide a basis for our 

opinion. 

 

Lim itat ions of controls at  GlobalConnect  A/ S  

GlobalConnect  A/ S’ descript ion is prepared to m eet  the com m on needs of a broad range of custom ers 

and their  auditors and m ay not , therefore, include every aspect  of the system  that  each individual cus-

tom er m ay consider im portant  in their  own part icular environm ent . Moreover, because of their  nature, 

cont rols at  GlobalConnect  A/ S m ay not  prevent  or detect  all errors or omissions in processing or report -

ing t ransact ions. Furthermore, the project ion of any evaluat ion of effect iveness to future periods is sub-

ject  to the r isk that  cont rols at  the service organisat ion m ay becom e inadequate or fail. 

 

Opinion 

Our opinion is based on the m at ters out lined in this report . The cr iteria on which our opinion is based are 

those described in Chapter 1 under Let ter of Representat ion. I n our opinion,  

 

a)  The descript ion fair ly presents cont rol environm ent  for  t he operat ion of Datacenter Solut ions in 

Denm ark and Germ any, such as this cont rol environm ent  was designed and implem ented through-

out  the period 1 January 2022 -  31 Decem ber 2022 in all m aterial respects;  and 

b)  The cont rols related to the cont rol object ives stated in the descript ion were in all m aterial respects 

suitably designed throughout  the period 1 January 2022 -  31 Decem ber 2022;  and 

c)  The cont rols tested, which were those necessary to provide reasonable assurance that  the cont rol 

object ives stated in the descript ion were achieved in all m aterial respects, had operated effect ively 

throughout  the period 1 January 2022 -  31 Decem ber 2022. 

 

Descript ion of tests of controls 

The specific cont rols tested, and the nature, t im ing and findings of those tests are listed in Chapter 4. 

 

I ntended users and purpose 

This report  and the descript ion of the test  of cont rols in Chapter 4 are solely intended for GlobalConnect  

A/ S’ custom ers and their  auditors, who have sufficient  understanding to consider them  along with other 

inform at ion about  cont rols operated by the custom er them selves, when obtaining an understanding of 

customers’ inform at ion system s relevant  to financial report ing.  

 

 

Søborg, 31 January 2023 

Beierholm  
State Authorized Public Accountants 

CVR 32  89  54  68 

 

 

Kim  Larsen    Poul Halkjær  Nielsen 

State-authorized Public Accountant   I t -auditor, CI SSP, CI SA CI SM 
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CH A PT ER 4 :   

Auditor 's descr ipt ion of cont rol object ives, 

secur ity  m easures, test ,  and f indings 

We have st ructured our engagem ent  in accordance with I SAE 3402 – Assurance Reports on Cont rols at  

a Service Organisat ion. For each cont rol object ive, we start  with a br ief sum m ary of the cont rol objec-

t ive as described in the fram e of reference I SO27001 and 27002. 

 

With respect  to the period, we have tested whether GlobalConnect  A/ S’ has com plied with the cont rol 

object ives throughout  the period 1 January 2022 -  31 Decem ber 2022. 

 

Below the grey field are three colum ns:  

 

 The first  colum n tells the act ivit ies GlobalConnect  A/ S’, according to it s docum entat ion, has put  into 

pract ice in order to com ply with the requirem ents. 

 The second colum n tells how we have decided to test , whether facts tally with descript ions. 

 The third colum n tells the findings of our test . 

 

The Tests Perform ed 

The tests perform ed in connect ion with establishing the cont rol m easures’ design, im plementat ion and 

operat ional efficiency are conducted using the m ethods described below:  

 

I nspect ion Reading of documents and reports containing informat ion about  exe-

cut ion of the cont rol. This includes, inter alia, reading and deciding 

about  reports and other docum entat ion in order to assess, whether it  

can be expected that  the design of specific cont rol m easures will be 

efficient , if im plem ented. Furtherm ore, it  is assessed whether cont rol 

m easures are m onitored and cont rolled sufficient ly and with appropri-

ate intervals.  

Enquiries Enquiries to/ interview with relevant  staff at  GlobalConnect  A/ S’. En-

quiries have included how cont rol m easures are perform ed. 

Observat ion We have observed the perform ance of the cont rol. 

Repeat ing the cont rol Repeated the relevant  cont rol m easure. We have repeated the perfor-

m ance of the cont rol in order to verify that  the cont rol m easure works 

as assum ed. 
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C O N T R O L  O B JEC T I V E -  I N T R O D U C T I O N :   

Risk Assessm ent  and Managem ent   

 

The r isk assessm ent  m ust  be perform ed. The findings are to cont ribute to the ident ificat ion and 

priorit isat ion of m anagem ent  intervent ions and precaut ionary m easures necessary to address rele-

vant  r isks. 

 

GlobalConnect ’s cont rol proce-

dures 
Auditor ’s test  of cont rols Test  findings 

A r isk assessm ent  is perform ed 

annually which is approved by 

Managem ent .  

We have interviewed relevant  m anage-

m ent  and staff at  group and local level.  

We have inspected that  an annual r isk 

assessm ent  is perform ed and approved 

by m anagem ent . 

We have inspected that  GlobalConnect ’s 

I S-standards prescribe that  the assess-

m ent  is updated m inimum  annually. 

 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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C O N T R O L  O B JEC T I V E 5 :   

I nform at ion Security Policies 

 

 

Managem ent  m ust  prepare an inform at ion securit y policy that  covers, am ong other things, m an-

agem ent 's securit y object ives, policies, and overall act ion plan. The inform at ion securit y policy will 

be m aintained, taking the current  r isk assessm ent  into considerat ion. 

 

GlobalConnect ’s cont rol proce-

dures 
Auditor ’s test  of cont rols Test  findings 

Managem ent  sets out  and ap-

proves policies for inform at ion 

securit y which after approval 

are published and com muni-

cated to staff. 

We have interviewed relevant  m anage-

m ent  and staff at  group and local level.  

We have inspected GlobalConnects latest  

I T-securit y policy. 

Through the audit  we have inspected 

that  it  is m aintained on a forthrunning 

basis. 

We have inspected that  the policy is ap-

proved within the agreed governance 

st ructure for GlobalConnect  in this sub-

ject  area, and that  the policy is available 

for all staff on the GlobalConnect  int ra-

net . 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

GlobalConnect  has imple-

m ented an I SMS to ensure pe-

r iodical review of the infor-

m at ion securit y policies. 

 

We have interviewed relevant  m anage-

m ent  and staff at  group and local level. 

We have inspected the current  I SMS pol-

icy and seen that  it  requires a periodical 

review of the I S-policies. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

A writ ten inform at ion securit y 

policy has been drawn up, 

which is reassessed and ap-

proved by m anagement  annu-

ally. 

 

We have interviewed relevant  m anage-

m ent  and staff at  local level.  

We have inspected the current  infor-

m at ion securit y policy and walked-

through it s m aintenance with relevant  

staff. We have inspected that  it  is ap-

proved by m anagement  on a yearly ba-

sis. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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C O N T R O L  O B JEC T I V E 6 :   

Organisat ion of I nform at ion Security 

 

Managem ent  of the I T securit y m ust  be established in the com pany. Organisat ional responsibilit y 

for the I T securit y m ust  be placed with appropriate business procedures and inst ruct ions. The per-

son responsible for I T securit y m ust , am ong other things, ensure com pliance with securit y 

m easures, including cont inuous updat ing of the overall r isk assessm ent .  

 

GlobalConnect ’s cont rol proce-

dures 
Auditor ’s test  of cont rols Test  findings 

The responsibilit y for the infor-

m at ion securit y in GlobalCon-

nect  lies with the Managem ent . 

 

We have interviewed relevant  m anage-

m ent  and staff at  group and local level. 

We have acquired relevant  docum enta-

t ion for inspect ion that  supports the con-

t rol act ivit y. 

We have inspected that  it  is stated in the 

Group docum entat ion on inform at ion se-

curit y that  it  is a m anagem ent  responsi-

bilit y. This is also confirm ed at  the m eet -

ings where we have inquired into the 

m at ter, as well as through GlobalCon-

nect  m anagem ent ’s part icipat ion in the 

com pany securit y fora. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

Managem ent  has appointed a 

three- layer m odel for steering 

act ivit ies related to security 

r isks. 

 

We have interviewed relevant  m anage-

m ent  and staff at  group and local level. 

We have inspected the docum ents de-

scribing the three- layer model for steer-

ing act ivit ies related to securit y r isks. 

We have inspected m inutes of m eet ings 

that  show act ivit ies related to securit y 

r isks follow-up and decision m aking in 

securit y m at ters. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

GC has a group securit y unit  

with designated responsibilit y 

for local count ries. 

 

We have interviewed relevant  m anage-

m ent  and staff at  group and local level. 

We have interviewed the securit y unit  

about  it s designated responsibilit ies and 

roles. 

We have inspected m inutes of m eet ings 

that  show act ivit ies related to infor-

m at ion securit y r isk follow-up and deci-

sion m aking. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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C O N T R O L  O B JEC T I V E 7 :   

Hum an Resource Security 

 

I t  m ust  be ensured that  all new em ployees and cont ractors are aware of their  specific responsibili-

t ies and roles in connect ion with the com pany's inform at ion securit y in order to m inim ise the r isk 

of hum an errors, theft , fraud and abuse of the com pany's inform at ion assets. 

 

GlobalConnect ’s cont rol proce-

dures 
Auditor ’s test  of cont rols Test  findings 

A background check is m ade of 

all j ob candidates in accordance 

with business requirem ents and 

the funct ion to be held by the 

em ployee.  

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inspected the recruitment  

workflow. The presentat ion of an official 

police cr im inal record report  is a default  

set t ing. Securit y clearence depends on 

the hir ing m anagers specificat ion. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

 

Em ploym ent  at  GlobalConnect  

requires that  a cr im inal record 

can be shown. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inspected the recruitment  

screenshots from  the HR-workflow, and 

it  clearly shows that  the subject  is part  

of the recruitment  workflow rout ine.  

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

When a securit y clearance is 

required, this is obtained for 

the relevant  em ployees in ac-

cordance with the relevant  pro-

cedure. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inspected the recruitment  HR 

workflow and it  clearly shows that  the 

securit y clearance has it s own workflow 

sub- rout ine.  

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

 

 

GlobalConnect  carr ies out  

awareness t raining on a regular 

basis. 

We have interviewed relevant  staff and 

m anagem ent  at  GlobalConnect .  

We have inspected documentat ion that  

shows that  awareness t raining is planned 

and occurs on a regular basis. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

 

Em ployees at  GlobalConnect  

are required to read and accept  

the inform at ion securit y policy. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inquired into how it  is required 

and ensured that  employees sign off on 

this cont rol as part  of their signing their  

em ploym ent  cont ract  with GlobalCon-

nect . 

We have inspected the inform at ion secu-

r it y policy. 

We have inspected documentat ion that  it  

is an integral act ion in the em ploym ent  

cont ract  process. 

We have inspected documentat ion that  it  

is an integral act ion in the em ploym ent  

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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process that  em ployees are kept  cur-

rent ly inform ed of the inform at ion secu-

r it y policy. 

 

All em ployees and consultants 

are required to sign a non-dis-

closure agreem ent . 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inquired into how it  is required 

and ensured that  employees sign an 

NDA as part  of their  signing their  em -

ploym ent  cont ract  with GlobalConnect . 

We have inspected documentat ion. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

After the end or change of the 

em ploym ent , accesses and 

r ights are withdrawn or 

changed in accordance with the 

funct ional need in this respect . 

 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inspected the workflow. 

 

We have inspected documentat ion that  

I T Operat ions remove user r ights and 

m aintain the asset  register. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

After the end of the employ-

m ent , equipm ent  received by 

the leaving employee is re-

turned. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inspected the workflow. 

 

We have inspected documentat ion that  

I T Operat ions remove user r ights and 

m aintain the asset  register. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

GlobalConnect  follows estab-

lished procedures for on and off 

boarding. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inspected the relevant  proce-

dures for on and off boarding and work-

flows. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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C O N T R O L  O B JEC T I V E 9 :   

Access Control 

 

Access to the company's system s, inform at ion and network m ust  be cont rolled based on business 

and statutory requirem ents. Authorised users' access m ust  be ensured, and unauthorised access 

m ust  be prevented. 

 

GlobalConnect ’s cont rol proce-

dures 
Auditor ’s test  of cont rols Test  findings 

Processes and procedures have 

been adopted to m anage ac-

cess and rest r ict ions to sys-

tem s. 

We have interviewed relevant  staff at  

GlobalConnect . 

 

We have inspected that  HR feeds funda-

m ental access requirem ents workflow 

based on a m anager ’s approval. 

We have perform ed a walk- through of 

the process and the tasks at  the m eet -

ings with the relevant  funct ions. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

 

All access and changes to sys-

tem s and data follow the 

adopted processes and proce-

dures. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have perform ed a walk- through of 

the process and the tasks at  the m eet -

ings with the relevant  funct ions. 

We have inquired the relevant  funct ions 

how and where Change is integral in rel-

evant  processes and procedures.  

We have inspected relevant  sam ples. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

 

GlobalConnect  has imple-

m ented and follows a process 

and procedure for creat ion and 

deregist rat ion of users in sys-

tem s. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have perform ed a walk- through of 

both the creat ion and the m odificat ion 

processes. We have inspected exam ples 

of use. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

 

GlobalConnect  has imple-

m ented a procedure for grant -

ing of user access for the pur-

pose of grant ing access r ights 

for all t ypes of users to all sys-

tem s and services.  

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have perform ed a walk- through of 

both the creat ion and the m odificat ion 

processes. We have inspected exam ples 

of use. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

GlobalConnect  has imple-

m ented a process and proce-

dure for withdrawal or adjust -

m ent  of access r ights. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have perform ed a walk- through of 

both the creat ion and the m odificat ion 

processes. We have inspected exam ples 

of use. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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GlobalConnect  has imple-

m ented grant ing of adm inist ra-

t ive access to ent it ies according 

to the funct ional need which is 

authorised. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have perform ed a walk- through of 

both the creat ion and the m odificat ion 

processes. We have inspected exam ples 

of use. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

GlobalConnect  has imple-

m ented logging of accesses 

with pr ivileged accounts (ad-

m inist rat ive r ights) . 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inspected the work rout ine en-

suring that  the three levels of users are 

assigned, and usage m onitored. 

We have inspected the system  for m oni-

tor ing of pr ivileged accounts and seen 

that  monitoring is performed by another 

party in GlobalConnect .  

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

GlobalConnect  has imple-

m ented a password policy for 

m anagem ent  of passwords. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

The securit y m odel and it s im plem enta-

t ion have been walked through. 

We have inspected documentat ion. 

  

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

GlobalConnect  has imple-

m ented a password rest r ict ion 

database to avoid users using 

sim ple or com m only known 

passwords. 

We have interviewed relevant  staff at  

GlobalConnect .  

The securit y m odel and it s im plem enta-

t ion has been walked through. 

We have inquired about  the password 

rest r ict ion database and its im plem enta-

t ion. 

We have inspected documentat ion. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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C O N T R O L  O B JEC T I V E A . 1 1 :  PH YS I C A L  A N D  EN V I RO N M EN T A L  S EC U RI T Y  

 

The cont rol object ive is to prevent  unauthorized physical access to, and dam age/ disrupt ion of the 

organizat ion's inform at ion data processing facilit ies so as to avoid loss, dam age, theft  or com pro-

m ise of assets and disrupt ions in the organizat ion.   

 

GlobalConnect ’s cont rol proce-

dures 
Auditor ’s test  of cont rols Test  findings 

GlobalConnect  Data center 

technical board m eet  at  least  

quarter ly to discuss ideas, op-

portunit ies, and challenges 

concerning the datacenter solu-

t ion. 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inquired as to the assessm ent  

m ethodology for ident ifying and rem edi-

at ing ideas, opportunit ies, and chal-

lenges concerning datacenters. 

 

We have inspected m inutes of m eet ings. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

Buildings are securit y zoned 

and protected by an Autom ated 

Access Cont rol System  (AACS)  

m onitored by a 24/ 7, 365 days 

a year guard force. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inquired as to procedures and 

processes for the m onitor. 

 

We have interviewed guard staff on-site 

regarding their  m onitoring tasks. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

Access to all areas containing 

cr it ical inform at ion systems or 

their  support ing documentat ion 

is st r ict ly cont rolled and moni-

tored. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inquired as to how it  is ensured 

that  all areas containing cr it ical infor-

m at ion system s, or their  support ing doc-

um entat ion are cont rolled and m onitored  

 

We have inquired if any incidents have 

occurred in the audit  period and in-

spected their  regist rat ion and resolut ion. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

I nt rusion detect ion systems are 

in place com bined with Visual 

Verificat ion for the alarm s. The 

alarm s are m onitored internally 

by securit y personnel at  the 

Securit y Cont rol Room  24/ 7, 

365 days a year.  

 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inquired as to procedures and 

processes for the m onitor. 

 

We have inquired as to the setup, data 

securit y and funct ioning of the Visual 

Verificat ion m ethodology applied. 

 

We have inquired if any incidents have 

occurred in the audit  period and in-

spected their  regist rat ion and resolut ion. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

All personnel, both perm anent  

em ployees and visitors are 

given securit y ident ificat ion 

We have walked- through and inspected 

a sam ple of the datacenters to inspect  

that  they com ply with specified require-

m ents for ident ificat ion. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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cards which are always visibly 

displayed. 

We have interviewed and tested the site 

guard as to the consequences of not  car-

rying securit y ident ificat ion visibly. 

 

Once a year a r isk assessm ent  

for each datacenter is being 

produced. The assessm ent  co-

vers specific physical threats 

that  could im pact  operat ions on 

the site. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inquired into how the datacen-

ter r isk assessm ent  aligns with the gen-

eral inform at ion securit y policies and 

r isks ident ified by the DK Securit y Group 

and Group Securit y. 
 

During our test , we 

did not  ident ify any 

further m aterial devi-

at ions. 

 

A ‘live’ r isk register is m ain-

tained to capture the day- to-

day r isks to each site. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inquired as to procedures and 

processes for m aintenance of the live 

register and param eters qualifying a r isk 

to be entered into the register. 

 

We have inspected the ‘live register ’ on-

site. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

A Threat  & Environmental Vul-

nerabilit y Risk Assessm ent  is 

produced for every site. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inquired as to procedures and 

processes to produce the Threat  & Envi-

ronm ental Vulnerabilit y Risk Assess-

m ent . 

 

We have inspected the current  list  of 

sites covered. 

 

We have taken out  sam ples for inspec-

t ion. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

The guardroom  m anages deliv-

er ies to the datacenters. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

 

We have inquired as to procedures and 

processes for delivery. 

 

We have inspected a sam ple of desig-

nated delivery from  the guard room  and 

on-site areas. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

GlobalConnect  complies with 

specified requirem ents for 

physical securit y for repeater 

sites, including:  

 Buildings 

 Clim ate 

 Power supply 

 Access 

We have walked- through and inspected 

a sam ple of the datacenters to inspect  

that  they com ply with specified require-

m ents for physical securit y for repeater 

sites. This includes securing against :   

 fire 

 water dam age 

 power interrupt ion 

 loss of cooling 

During our test  we did 

not  ident ify any m ate-

r ial deviat ions. 
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 Alarm  m onitoring 

 Fire ext inct ion 

 Cabling 

 theft  and vandalism 

 

We have:   

 I nspected the requirem ents 

 I nspected that  there are fire ext in-

guishing system s installed as well as 

cooling in the datacenters.  

 Reviewed and inspected mainte-

nance docum entat ion to confirm  

that  UPS and diesel generators are 

m aintained on a regular basis and 

tested. 

 During visit s at  the datacenters, we 

have inspected that  m aintenance 

and m onitor ing of UPS and diesel 

generators is perform ed. 

 I nspected for m onitored clim ate 

cont rol equipm ent  in the datacen-

ters. 

 I nspected that  power and data ca-

bling is protected. 

 I nspected that  burglar alarm s are 

m ounted relevant ly. 

 I nspected documentat ion of m ainte-

nance on a sam pling basis. 

 

GlobalConnect  complies with 

specified requirem ents for 

physical securit y for Datacen-

ters, including:  

 Buildings 

 Clim ate 

 Power supply 

 Access 

 Alarm  m onitoring 

 Fire ext inct ion 

 Cabling 

We have walked- through and inspected 

that  the datacenters GlobalConnect  com -

ply with specified requirements for phys-

ical securit y for Datacenters. This in-

cludes securing against :   

 fire 

 water dam age 

 power interrupt ion 

 loss of cooling 

 theft  and vandalism 

 

We have:   

 I nspected the requirem ents 

 I nspected that  there are fire ext in-

guishing system s installed as well as 

cooling in the datacenters.  

 Reviewed and inspected mainte-

nance docum entat ion to confirm  

that  UPS and diesel generators are 

m aintained on a regular basis and 

tested. 

 During visit s at  the datacenters, we 

have inspected that  m aintenance 

and m onitor ing of UPS and diesel 

generators is perform ed. 

During our test  we did 

not  ident ify any m ate-

r ial deviat ions. 
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 I nspected for m onitored clim ate 

cont rol equipm ent  in the datacen-

ters. 

 I nspected that  power and data ca-

bling is protected. 

 I nspected that  burglar alarm s are 

m ounted relevant ly. 

 I nspected documentat ion of m ainte-

nance on a sam pling basis. 

 

Half-yearly review has been 

m ade of external access cards 

that  have not  been used within 

the last  six m onths.  

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have enquired into securit y zones or 

other ways access areas are defined. 

We have inspected cont rol docum enta-

t ion for datacenters and office spaces.  

 

During our test  we did 

not  ident ify any m ate-

r ial deviat ions. 

 

Half-yearly review has been 

m ade of internal access cards 

that  have not  been used within 

the last  six m onths.  

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have seen inspected docum entat ion 

for datacenters and office spaces.  

During our test  we did 

not  ident ify any m ate-

r ial deviat ions. 

 

Weekly internal cr it ical infra-

st ructure test  is performed by 

sites m anager. The test  reports 

are review by m anagem ent . 

We have interviewed relevant  staff at  

GlobalConnect .  

We have enquired into the definit ion of 

internal cr it ical infrast ructure and the 

type of tests performed as well as in-

spected documentat ion. 

During our test  we did 

not  ident ify any m ate-

r ial deviat ions. 

 

Before any work is done on 

sites, cont ractors need to fill 

out  a r isk and hazard assess-

m ent  form  which in turn needs 

to be approved by the site 

m anager or operat ions m an-

ager.  

We have interviewed relevant  staff at  

GlobalConnect .  

We have enquired into the use of the 

r isk and hazard assessm ent  form  as well 

as the param eters for approval or de-

nial. 

We have inspected documentat ion for 

the use of the r isk and hazard assess-

m ent  form . 

During our test  we did 

not  ident ify any m ate-

r ial deviat ions. 

 

Cont ractors needs to agree to 

and sign GlobalConnects data-

center rules, which is part  of 

the r isk and analysis form , be-

fore any work is carr ied out . 

We have interviewed relevant  staff at  

GlobalConnect . 

We have inspected GlobalConnects dat -

acenter rules. 

We have enquired into the de facto en-

forcem ent  of the rules as well as asked 

if there are any supplementary inst ruc-

t ions given when handing out  the access 

card. 

I n the course of test -

ing, we have found 

that  the local I S-pol-

icy used for this con-

t rol does not  fully ef-

fect ively address all 

relevant  issues it  

should cover. 
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During our test  we did 

not  ident ify other m a-

ter ial deviat ions.  

GlobalConnect  reviews external 

m aintenance reports once a 

year. 

We have interviewed relevant  staff at  

GlobalConnect . 

We have enquired into the processing 

and docum entat ion of said preview pro-

cess. 

During our test  we did 

not  ident ify any m ate-

r ial deviat ions. 

 

 

GlobalConnect  perform s pre-

vent ive inspect ion of repeater 

sites. The result  of these in-

spect ions is docum ented in 

com pleted schedules. 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inspected cont rol docum enta-

t ion. 

During our test  we did 

not  ident ify any m ate-

r ial deviat ions. 

 

GlobalConnect  has established 

periodical m aintenance of cool-

ing system s and generators at  

repeater sites of external or-

ganizat ions. 

We have interviewed relevant  staff at  

GlobalConnect . 

We have on-site inspected a sam ple of 

repeatersites and datacenters. 

We have inspected cont rol docum enta-

t ion for inspect ion. 

During our test  we did 

not  ident ify any m ate-

r ial deviat ions. 
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C O N T R O L  O B JEC T I V E 1 2 :  

Operat ions Security  

 

Cont rol object ive:  Operat ions procedures and areas of responsibilit y. 

 

A correct  and adequate running of the com pany’s operat ing system s m ust  be ensured. The r isk of 

technology related crashes m ust  be m inim ised. A certain degree of long- term  planning is impera-

t ive in order to ensure sufficient  capacity. A cont inuous capacity project ion m ust  be perform ed 

based on business expectat ions for growth and new act ivit ies and the capacity dem ands derived 

hereof. 

 

GlobalConnect ’s cont rol proce-

dures 
Auditor ’s test  of cont rols Test  findings 

GlobalConnect  Outsourcing 

Services provides backup for 

Datacenter Managem ent  Ser-

vices if requested 

We have interviewed relevant  staff at  

GlobalConnect . 

We have inspected documentat ion for 

the cont rol. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

GlobalConnect  has established 

a process for m anagem ent  of 

changes in data centers which 

is carr ied out  according to de-

fined rout ines for change m an-

agem ent . 

 

We have interviewed relevant  staff at  

GlobalConnect . 

We inquired into how changes follow the 

GlobalConnect  change process. 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

Changes and m anagement  

hereof are docum ented in Ser-

vice Managem ent  System . 

We have interviewed relevant  staff at  

GlobalConnect . 

We have walked through the change 

process at  GlobalConnect  for standard, 

changes, m ajor changes, and e-changes 

including the standing CAB.  

We have inspected exam ples of changes 

in the service m anagem ent  system . 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

Custom ers are warned accord-

ing to a defined t ime schedule 

before the change to ensure 

least  possible inconvenience for 

the customers. 

We have interviewed relevant  staff at  

GlobalConnect . 

We have inquired about  the process. 

We have inspected documentat ion. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

Recording and handling of all 

relevant  incidents has been es-

tablished. 

We have interviewed relevant  staff at  

GlobalConnect . 

We have inspected the surveillance m on-

itors and interviewed staff in the Cus-

tom er Care.  

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

Network is m onitored with soft -

ware tools. Alarm s have been 

set  up which not ify in case of 

network errors. 

We have interviewed relevant  staff at  

GlobalConnect . 

We have inspected the surveillance m on-

itors and interviewed staff in the Cus-

tom er Care.  

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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All data centers are m onitored 

by Custom er Care and Site-

guard 24/ 7/ 365 and every inci-

dent  or alarm  is exam ined im -

m ediately. 

We have interviewed relevant  staff at  

GlobalConnect . 

We have inspected the surveillance m on-

itors and interviewed staff in the Cus-

tom er Care and Siteguard.  

We have enquired into procedures and 

processes that  govern the m onitoring. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

An incident  report  is opened in 

Service Managem ent  System  

on all errors with a reference 

num ber, which is used through-

out  the following error handling 

process. 

We have interviewed relevant  staff at  

GlobalConnect . 

We have inspected the surveillance m on-

itors and interviewed staff in the Cus-

tom er Care.  

We have inspected a sam ple of incident  

reports opened to inspect  if the refer-

ence num ber is used cont inually from  

opening to closure of an incident . 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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C O N T R O L  O B JEC T I V E 1 6 :   

I nform at ion Security I ncident  Managem ent  

 

To achieve report ing of securit y incidents and weaknesses in the com pany's inform at ion pro-

cessing system s in a way t hat  allows for t im ely correct ions. 

 

GlobalConnect ’s cont rol proce-

dures 
Auditor ’s test  of cont rols Test  findings 

All securit y incidents are m an-

aged in Service Managem ent -

System , and in accordance with 

established procedures. 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inspected the surveillance m on-

itors and interviewed staff in the Cus-

tom er Care.  

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

Processes and procedures have 

been established to ensure re-

cording and handling of secu-

r it y incidents by the r ight  em -

ployee. 

We have interviewed relevant  staff at  

GlobalConnect .  

We have walked through the process 

and seen documentat ion. 

We have inspected the surveillance m on-

itors and interviewed staff in the Cus-

tom er Care.  

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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C O N T R O L  O B JEC T I V E 1 7 :   

I nform at ion Security Aspects of Business Cont i-

nuity Managem ent  

 

Business cont inuity m anagem ent  is to counteract  interrupt ion in the company’s business act ivit ies, 

protect  cr it ical inform at ion assets against  the impact  of a m ajor crash or disaster, as well as en-

sure fast  recovery. 

 

GlobalConnect ’s cont rol proce-

dures 
Auditor ’s test  of cont rols Test  findings 

Cont inuity plans are prepared 

for cr it ical infrast ructure to en-

sure business cont inuance. 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inspected the cont inuity plans 

and enquired into the definit ion of cr it ical 

infrast ructure. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

The Cont inuity plans are up-

dated periodically. 

We have interviewed relevant  staff at  

GlobalConnect .  

We have inspected that  the cont inuity 

plans are periodically updated. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

 

GlobalConnect  has established 

periodical test ing of Cont inuity 

plans for the purpose of ensur-

ing that  the cont ingency plans 

are up-to-date and effect ive in 

cr it ical situat ions. 

 

We have interviewed relevant  staff at  

GlobalConnect .  

We have enquired as to how the tests 

ensure that  the cont inuity plans are ef-

fect ive. 

We have inspected that  the cont inuity 

plans are periodically tested. 

 

During our test , we 

did not  ident ify any 

m aterial deviat ions. 

Cont inuity tests are docu-

m ented by reports from  test -

ing. 

 

We have inspected that  the cont inuity 

plan tests are docum ented in reports.  

During our test , we 

did not  ident ify any 

m aterial deviat ions. 
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